Kenningtons Primary Academy

C1. Information Governance Strategy
April 2024

Contents

L PR | 1 o Y [ [t o ) o 1
P Yoo o <O OO 1
3. Roles & Responsibilities ....ceeieviiiiniiiiniiiiciiiicicc e 1
T o] [1e) VA =10 0 1= o) o TN 2
5. Records Management ...ttt 4
6. Communications and TraiNiNG ......cccceeeieeiiiiiiiiii e 4
7. MoONitoring and REVIEW ...ttt 4

IS-C1 - 2024 © Essex County Councll



1. Introduction

Information is a valuable asset that requires effective management. This strategy is
intended to assist the school to manage information appropriately and get best value
from information assets.

The benefits of the strategy are:

o Efficiency through the more effective use of physical, electronic and human
resources

e Betterservice delivery throughimproved access to relevant information making
requests easier to handle in a shorter time.

e Environmental benefits by reducing reliance onpaper files and physical storage.

e A better working environment through the removal of irrelevant information and
documentation allowing staff easier access to the information required to perform
their work.

e Improved compliance with legal requirements boosting reputation.

The Information Governance (IG) Strategy aims to:

e Standardise the processing of information throughout its lifecycle

e Minimise the number of locations and formats in which informationis created
and retained

e Ensure that staff, Governors/Trustees, partners and the public have easy access to

information in accordance with their rights of access

Ensure that information is retained only if it serves a legal or business requirement.

2. Scope

The IG Strategy provides a framework forimplementing IG Policy. The implementation
and delivery of the IG Strategy, however, is the responsibility of all employees. IG cannot
be viewed as purely an IT or legal compliance issue.

3. Roles & Responsibilities

Every employee creates recorded information and so all are responsible forits effective
management. Without the engagement and involvement of employees atall levels, this
strategy will fail. This can be achieved through establishing clear responsibilities for
information management, effective communications and performance management.

|G also requires a clear management hierarchy to ensure that implementation of the
strategy is givenstrategic direction, policies canreceive appropriate approvaland
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performance is monitored. Roles and their responsibilities are essential to

successful delivery.

Risk Management Lead - usually the Headteacher -

Strategic Direction

Determines response to legislative and other developments

The monitoring of Information Management (IM) performance and development
of standards

Co-ordination with related Projects/initiatives

Data Protection Lead -

Lead for IG issues and communications

Responsible for operational 1G issues and first instance guidance on
information policies

Identifying and reporting |G issues/concerns

Report to Governing Board on Information Management matters when required
Key stakeholder for Internal/ External Data Protection Audits

Record, manage and report on data breaches

Oversight Board - Governors/Trustees

The oversight and approval of implementation of this Strategy and compliance
with information legislation

The monitoring of IM performance and development of policy/procedures
Review and approve IG policies

Data Protection Officer (DPO) (IGS) - Lauri Almond

Monitor compliance with information legislation

Provide advice & guidance on same

Provide an annual audit & report on compliance

Oversee training and awareness for staff

Support serious data breach process

Approve Data Protection Impact Assessments and Information Sharing Protocols
Act as first point of contact for supervisory authority (Information Commissioner’s
Office - 1CO)

Provide advice to the school on data protection complaints from the public

4. Policy Framework

The IG Policy Framework includes the following policies:

Statutory Requests for Information
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e Providing for public requests for access to information held e

under the Data Protection Act (DPA)/UK General Data Protection
Regulations (UK GDPR)

Data Protection

e Regulating and monitoring the processing of personal data

Data Handling Security

e How data should be handled to best ensure its security

Records Management

e Ensuring records are managed in line with legal and business
requirements

Data Breach

e Handling a data breach involving the school’s information

Acceptable Personal Use

e Acceptable use of the school’s resources and assets, including IT
facilities and covering personal use

Biometric (where applicable)

e Responsibilities for the collection and management of biometric
information

Generative Artificial Intelligence (Al) (where applicable)

e Responsibilities for complying with legal and regulatory guidance
when using generative Al

Surveillance (e.g. CCTV) (where applicable)

e |s covered by the data Protection Policy and must also align to the
Camera Commissioners Code of Practice

A review of policies should take place annually and any changes need the approval of
the Headteacher and Governors/Trustees.

Staff should agree in writing annually that they have read, understood and agree to
abide by the school’s policies. This may be achieved as part of the sign in process at
the start of each academic year.

Action Required
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https://www.gov.uk/government/publications/update-to-surveillance-camera-code

e Annual Review of policies, taking into account any data breaches related e

to the policy and any feedback from staff

e Updates as required to be captured on the policy log

e Documentary evidence that staff have read, understood and agree to abide by
the school’s policies.

5. Records Management

The cornerstone of good IG is effective records management. Records management
means the systems adopted to control and manage the creation, use, retention and
disposal of information in a way that is administratively and legally compliant but also
serves operational needs. Effective records management will ensure that information is
available when and where it is needed, in an organised and efficient form and that
unneeded information is filed, archived or disposed of as appropriate. Conversely, poor
records management results in the superfluous retention of redundant electronic and
paper information, the loss of information and poor access to relevant information.

Our information policies ensure that we set the correct expectations for our staff, who
are required to confirm that they will comply with them.

Effective records management requires us to accurately know what information we hold
at any pointin time. To ensure consistency and reduce duplication, an Information Asset
Registeris required which will:

e Comply with the school’s retention period and necessaryactionat disposal
e Detail the flows of personal data and establishing whether the processing
complies with the requirements of the UK GDPR (see H1 RoPA)

6. Communications and Training

There are clear benefits to effective IG but it will involve time and effort by all employees.
Communications and training are required to:

e Raise awareness of the strategy

e Engage and involve staff through a variety of mechanisms

e Train on new policies and procedures as they are implemented

e Establish annual refresher training on Information Governance/Data Protection
e Ensure training is role based to ensure an effective level of training is received

7. Monitoring and Review

An annual review should be conducted to ensure that your day to day management of
information aligns to the requirements of this strategy and information policies.
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This Policy was reviewed by IGS, approved by the Headteacher and ratified by the
Governing Body. This is a ‘live document’ where reviews are on-going. It must be signed
and dated by the Chair of Governors and Headteacher and displayed on the school

website.
Signature of Chair of Governors: Signature of Headteacher:
Date: Date:
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